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Russia’s cyber war on Ukraine
Less than an hour before Russian troops invaded Ukraine, hackers
targeted the ground infrastructure of U.S. satellite company Viasat,

partially blocking internet access in Europe

Mar: Viasat traces wiper malware
to Eutelsat/Skylogic management
network server in Turin.
American cybersecurity company
SentinelOne finds AcidRain malware
contains code named ukrop,
possibly for Ukraine Operation

May 10: U.S. State Department,
UK’s National Cyber Security Centre
and Council of the European Union
accuse Russia’s GRU military
intelligence agency of attack

Sep: Russian diplomat Konstantin
Vorontsov warns that commercial
satellites used to support enemy
militaries may also become
“a legitimate target for retaliation”

Apr: Viasat replaces some 30,000
SurfBeam modems to bring customers
back online
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