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© GRAPHIC NEWSSources: Wire agencies, Spamhaus *Distributed Denial of Service

The largest-ever DDoS* attack flooded Geneva-based Spamhaus – which
blacklists senders of unsolicited emails – with up to 300Gb of data

per second. Previous large attacks peaked at around 100Gbps
WHY WAS SPAMHAUS TARGETED?

Mailserver-out:
Contacts destination
mail server which
hosts account of
target address I N T E R N E T

Sending mail
Your computer, tablet
or phone sends email
to your ISP mail server

Outgoing mailserver address

Addresses sharing first three
blocks of IP numbers are in

same “subnet”, typically
managed by same

Internet Service
Provider

Mailserver-in:
Destination server
identifies, checks

domain and IP
number match

Spamhaus
response

Mail accepted
or rejected by
server: Action

determined
by internal

policy

In cases of persistent abuse, Spamhaus
blacklists all addresses on subnet, rather
than single address, affecting innocent users
and leading to accusations of blackmail from ISPs

Spamhaus servers queried
to determine if sender
domain or IP address
is on its blacklist of
known or reported
spammers

Not on list, or on “whitelist”
of trusted organisations
On spam list: Recommend
block, bounce or quarantine


